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E’E @ Jlntepatypa:

Qadir, J.; Hasan, O.,

Applying Formal Methods to Networking:
Theory, Techniques, and Applications,

Communications Surveys & Tutorials,
IEEE , vol.17, no.1, pp.256-291, 2015




E’E @ PopmanbHble meToab!

e @opmasnbHblie Memoobl — TaKNe MeToabl
cneunduKaumm, NPOEKTUPOBAHUA N aHANN3A
CBOMCTB CUCTEM, KOTOPbIE UMEIOT CTPOroe
MaTemaTmnyeckoe obocHOBaHME

* Bepugukayusa— npoBepKa COOTBETCTBUSA
CBOWCTB CUCTEMbI 3alaHHOW cneunpuKaumm

* CuHmMe3 — NoCTPOeHnsa CUCTEMbI, CBOMUCTBA
KOTOPOW YyAOBNETBOPAIOT 3a4aHHOM
crneundmKaumm




E’E@ CocTaBHble YacTM MeToaa
dopmanbHOU BeEpUPUKaALLMK
* Modenb cucmembsl (A3bIK onucaHua mooenu)

— MaTemaTHn4ecKoe npeacraBaeHumne
aHAIM3UPYEMOU CUCTEMDI

* A3bIK cneyuguKkayuu — cnocob popmanbHOro
OMNMCcaHMA CBOUCTB CUCTEMDI

* MemooO sepuguKkayuu— anropntm ansa
NPOBEPKN COOTBETCTBMA MOAENN CUCTEMDI
3alaHHON cneundUuKaumm




ﬁ;@ CocTaBHble YacTM MeToaa
dopmanbHOU BeEpUPUKaALLMK
Uccnepyemas [MpoBepaemble
Cncrema CsoucrBa Cucremol

dopmanbHad dopmanbHble
Mopenb CneundunKauum

Anroputm
Bepudunkauum

Cucrema Cucrtema
KoppekTHa! HEKOppPeKTHa!

Jon.rnasbl KomnbloTepHbIx ceTen K..-M.H.

03.12.2015 LleN\ep[/]u'KMﬁ E.B.




E’E@ AnropunTtm MetepcoHa (1981)

lnobanbHble nepemeHHble:

NcxoOHble OaHHbIe

wantl = false, want2 = false, turn =1

lNMpouecc 1:

while (true) {
<noncritical section>
wantl :=true;
turn:=1;
while want2 and

turn=2do{};

<critical section>
wantl := false;

MNMpouecc 2:

while (true) {
<noncritical section>
want?2 := true;
turn := 2;
while wantl and

turn=1do{};

<critical section>
want2 := false;
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) - AnropuTm lMeTtepcoHa (1981)

bopmanbHaa mooesnb

wantl :=false wantl := true turn:=1

not (want2 = true and turn = 2)

want2 :=false want2 :=true turn :=2

not (wantl = true and turn = 1)

[on.rnasbl KOMNbOTEPHbIX CETEN K..-M.H.
Yemepuukui E.B.




E’E@ Anropuntm lMetepcoHa (1981)

Cneyugpukayus ceolicmes

e Ceolicmea be3zonacHocmu (safety)
Reachability analysis

HunKkorga He Nnpon3onaéT cuTyauumn, npu KotTopom oba

npouecca 0 AHOBPEMEHHO OKaXyTCA BHYTPU
KPUTUYECKOM CeKLU UK

G—(1CS A 2CS)

* Ceolicmea »cusyyecmu (liveness)
Loop detection

[Mpouecc noxKenasLmMii NONacTb B KPUTUYECKYIO CEKLUIO
PaHO AWM NO3AHO TyAa NONAAET

G(INSC — F1CS) AG(2NSC — F2CS)




E’E@ Anropuntm lMetepcoHa (1981)

[lposepka ceolicme

* [MonHbIN Nnepebop Anarpammbl COCTOAHUMN
CUCTEMbI U3 ABYX NPOLLeccoB

CKONbKO cOCTOAHUN byaeT B cucteme?

[on.rnasbl KOMMNbOTEPHbIX CETEN K..-M.H.

03.12.2015 Yemepuuknii E.B.




dopmanbHaa BepnPuKauma
VS. TeCTUPOBaHUe

dPPeKTUHOCTD dopmanbHan TectupoBaHue
MeToA0B BepudpuKauyma

Mouck ownbok cpeaHan BbICOKas
[loKa3aTenbCcTBO BbICOKas HW3Kan
KOPPEKTHOCTH

CNOXHOCTb BblCOKasn HU3Kas
MCMO/Ib30BaHMSA

Jon.rnasbl KomnbloTepHbIx ceTen K..-M.H.
Yemepuukui E.B.

03.12.2015
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dopmanbHaa BepnPuKauma
VS. TeCTUPOBaHUe

Tunbl oWM60K Yacran PepKasn

Be3obuaHas TECTUpPOBaHME ---

Kputnyeckas TecTupoBaHue dopmanbHan
dopmanbHas BepudpuKayumsa
BepudmnKaums

[on.rnasbl KomnbloTepHbIX ceTem K.d.-M.H.
Yemepuuykni E.B.

03.12.2015
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E’E@ Tunbl nccneayembix cucTem

* TpaHchopmupyrouwjue cucmemol
[Mpeobpa3oBbIBAOT BXOAHbIE AaHHbIE B BbIXOAHbIE

Mo*HO npeactaBuTb Tabanuen nam Gopmynomn

* Peazupyrowue cucmemsol
[loBeaeHmne 3aBUCUT OT UCTOPUM BO34ENCTBUN

Mo»XHO npeactTaBnUTb KOHEYHbIM aBTOMATOM




E’E @ OCHOBHblE CBOMCTBA
MaTeEMATUUYECKNUX MO eNeN
* A6cmpaKHOCMb
Moaenb A0nXKHa ObITb YNPOLLEHNEM CUCTEMDI

e AdeKeamHOCMb
Mopaenb A0NXKHa OTpaXaTb CBOUCTBA CUCTEMDbI

 KomnakmHocmes

Pasmep 1 CTPYKTYypHas CNOKHOCTb MOAEeNn BAnseT
Ha CNOXHOCTb pelleHna 3a4a4m Bepndukaumnm

CumeosnibHble memoobl — MoOesb He nepeyucnaaem
A8HbIM 06PA30M 8CE COCMOAHUA CUCMEMbI




E’E@ HekoTopble npumepbl
dopMasibHbIX MOAENEN
* Tabnunupbl
* [padoBble NnpeacTaBieHnA
* byneBbl popmynbl
* [1BOMYHbIe pelualoume guarpammbl
* PasmeyeHHble CUCTEMbI NepexoaoB

* BpemeHHble aBTOMaATbI
* Cetunlletpu




E’E @ OCHOBHblE CBOMCTBA
A3bIKOB crneunPuKaumnm
* BbipazumesnbHaa mowHOCMb
A3bIK AO0N1XKEeH O0XBATbiBATb UCCZieAyEMDbIE CBOMCTBA

* CnoMtHOCM®b pewieHuUs 3a0a4

[TpoBepKa 3KBMBANEHTHOCTU GOpPMYN
[TpoBepKa HENPOTUBOPEUYNBOCTU POPMY
dopmanbHaa BepnPunKkauma

e Coemecmumocms ¢ MoOerbio

CNoXKHOCTb BepudUKaLMM HanpsamMmyto 3aBUCUT OT
COrNacoBaHHOCTM MOAENN C A3bIKOM creundurKaLmm




E’E@ HekoTopble npumepbl
A3bIKOB crneunPuKaumnm
e [] POMNO3NUNOHAJ/IbHAA TIOTUKA

* Jlornka npeanKkaToB NepBoro NnopsaaKa

* JlornMka BbICLLUUX MOPAAKOB

* Jlornka Xoapa
* MoaanbHaa Noruka
* TemnopanbHaAa NoOrnKa

* Mu-ncumcneHus




E’E @ MeTtoabl dopManbHO
BepuPUKaLummn
* HeaBTOMaTHnyeckue

J10Ka3aTenbCTBO BPYUYHYIO

* [lonyaBTomaTn4deckue
Theorem proving
rnosypaspewumocms

* ABTOMaTU4YeCKue
Model checking

KOMbOUHAOMOPH®bIU 83pbI8




E’E A1 WcTopmyecKkuii nyTb pa3BUTUA
KOMMbIOTEPHbIX CETEN

“UnmepHem cman xcepmeou caoeeo ycriexa”
* lleHHOCTb ceT HTepHEeT CIMLLKOM BbICOKA
* IMNMpPUYECcKMM 3aKoH MeTKkanda

3Ha4yeHue 0718 hopMasbHLIX MEMOOO08:
* Pa3paboTka meTogom npob n owmnboK

* HXXeHepHaa NpaKTMKa LLeHUTCA BbIXKe
TeopeTUYeCKnX N3blCKaHUN




E’E @ OTLbl OCHOBaTENN O
dOpPMaA/IbHbIX MeToAaX

* Formal methods have not yielded results
commensurate with the effort to use them.

They are overblown, verbose, hard to use,

hard to understand.
Vint Cerf

 We reject: kings, presidents and voting.
We believe in: rough consensus and running code.

David Clark




E’E @ MPUHLMUMNBI NOCTPOEHUA
KOMMbIOTEPHbIX CETEN
David Clark

The Design Philosophy of the DARPA Internet Protocols
SIGCOMM ’88. — ACM, 1988. — Pp. 106—114.

* OTKa3o0yCcTOMYMBOCTb

 Pa3HoobOpa3une cepBMcoB Nepeaadm AaHHbIX
* [logaeprKKa LWUMPOKOro AMana3oHa CeTen

* PacnpepenéHHoe ynpassieHne pecypcamum

* PeHTabenbHOCTb

* PacwunpaemocTb

* YYET NCNo/Ib30BaHHbIX CETEBbIX PECYPCOB




[lpOorHo3mnpoBaHue
noseaeHUA CeTu

HacTtpoiKkun yctponcrs

Cny>KebHble NPOTOKOblI

MHbopmaumsa o ceTeBoMm
OKPY*KEeHUMU

ANropuUTMbI reHepaLum NpPaBun

MpaBunna 06paboTkM NnakeToB

[NoBegeHme cetun

Hon.rnasbl Komnbo¥epHbix ceTen K.d.-M.H.
Yemepuukui E.B.

03.12.2015




E’E @ BepudmKaLma ceTeBblx
MPOTOKOJ10B
Nccneayemble CBOUCTBA:

* Deadlocks - oXXnpaHune ycnosmmn, KOTopble
HMKoraa He 6yayT BbIMO/IHEHbI

e Livelocks — BbINO/IHEHUE UHCTPYKLUNU NPOTOKONA
HEe NPUOAMIKAET ero K Leu

* Improper termination — npoTOKON 3aBepLUaeTcs
He JOCTUIHYB LLenu

Yncno cocTosiHMM NOoTeHUMANIbHO BeCKOHEYHO —
METOoA, UX NOAHOTo nepebopa HenpumeHnm!




E’EE@ Reachability Analysis

Nccneayemble CBOUCTBA:

* Black Holes — Tuxoe cbpacbiBaHMe NaKeToB
 Fowrarding Loops — 3aLMKNMNBaHNE NAKETOB
 J1oCTUrHET M NaKkeT 3aJaHHOMN TOYKN?

* OrpaHuU4YeHnAa Ha ANNHY MapLLUPYTOB

* 30nAumMA NOTOKOB

Hy*eH Bblipa3nTenbHblN A3bIK cneynduKkaumm!
Kak BOCCTaHOBUTb NOBeAeHME CETH?




HE @ Network Security

Bepndpumkauma n cuHrtes
KOHOUrypaLumnm ceTeBbIX 3KPAHOB:

* [lpoBepKa 3KBMBAJIEHTHOCTU
* [lpoBepKa N3bbITOYHOCTU

* CUHTE3 KOHPUrypaumm cocTosLlen uns
MMWHUMANbHOIO YNCA NMPaBUN




E’E@ dopmanbHble meToabl U NMKC

 HoBble NPOTOKO/Ibl YNPABAEHUNA CETEBbLIM
obopyaoBaHMeM Aanun AOCTYN K aKTyaIbHbIM
npaBuiam o6paboTKM NaKeToB

* LleHTpanunsauma cetm no3sBonmaa cobpartb
MHPOPMALUIO O KOHPUTYpaLUN CETU B
eANHOWN TOYKE N OTCAEXUBATb €€ N3IMEHEHUE

* [loABMACb BO3MOXKHOCTb aZanTaumm
HapaboToK 13 obnactm paspabotkm MO




03.12.2015

HoBble ceT — HOBble 3a4a4U

HacTponKkun npmnnoxeHunn

Ynpasaawouwue npunoxkeHme

CnyxebHble moaynu
KOHTpoO/INepa

KoHTponnep

MpaBunna 06paboTkM NnakeToB

[NoBegeHme cetun

Hon.rnasbl Komnbo¥epHbix ceTen K.d.-M.H.

Yemepuukui E.B. 28




E’EE@ [lporpammmpoBaHue [NKC

Andreas Voellmy, Paul Hudak

Nettle: taking the sting out of programming network
routers

Andreas Voellmy, Hyojoon Kim, Nick Feamster

Procera: a language for high-level reactive network
control

Joshua Reich , Christopher Monsanto, Nate Foster,
Jennifer Rexford , David Walker
Modular SDN Programming with Pyretic




Programming SDN w/ OpenFlow

« The Good
— Network-wide visibility
— Direct control over the switches
— Simple data-plane abstraction

« The Bad

— Low-level programming interface
— Functionality tied to hardware
— Explicit resource control

« The Ugly
— Non-modular, non-compositional
— Challenging distributed programming




= ' NporpammuposaHue MKC

[lpunoXxeHuA

APl KoHTpONNepa

i

OpenFlow API

KommyraTope:

03.12.2015 Jon.rnaBbl KOMI‘IbPOTepHEIX ceten K.¢.-M.H. "
Yemepuuykuu E.B.




ﬁf@ [lporpammupoBaHue [NKC

MpunoweHuA APP2 f APP3 | APP1

AP| KOHTpONNEpa

BcTpoeHHbIN nHTepnpeTtatop

Mnatpopma KoHTponnep

OpenFlow API

Kommyratops

Jon.rnasbl KomnbloTepHbIx ceTen K..-M.H.

Yemepuukui E.B. 28

03.12.2015




E’E@ [lporpammmpoBaHue [NKC

from pyretic.lib.corelib import *
# OTNPaBUTb MAaKeT Ha BCE NOPTbI
def main():
return flood()
# 6noknpoBaTb xocT 10.0.0.1
def access_control():
return ~(match(srcip="10.0.0.1") |
match(dstip="10.0.0.1"))




E’EE@ Control Plane Verification

Marco Canini, Daniele Venzano et. all
A NICE way to test OpenFlow applications

CTpounT moaenb BbINMONAHEHNA NPOrpaMmmbl
KOHTpoOAepa € y4éTom cocTossHUA Bcen MKC

Thomas Ball, Nikolaj Biorner et all.
VeriCon: Towards Verifying Controller
Programs in Software-Defined Networks
[TpoBepseT nporpammy Ana BCeEX MOAENen




HEE@ Data Plane Verification

* MeHbLUe npeanonoXeHuni ob ynpasnatoLmx
MPUNOXKEHUAX HA KOHTpPOAEpEe

* [lpoBepseT BbINOJIHEHMNE MNOJIUTUK HA YPOBHE
NPOBEPKU NMPaBUI — METO, HEYYBCTBUTENEH K
HaB8E0EHHbIM OWUBKAM BHYTPU KOHTpOANEPA

* EcTecTBeHHaA MHTepnpeTaLmna NoOHATUA
MoAUMUKU Mmapwpymu3ayuu




@ [TonnTUKHU MapLWwpyTn3aunun

mpebosaHUA K MosedeHU KOMbromepHoU cemu

BHelwHMe NOTOKN He AOCTUratOT NOYTOBOro cepBepa
Ncxopauime NnOTOKM NnpoxoaAaTt Yepes cpeactso DPI
Mexay KaxKaon Napon XOCTOB B oduUce eCcTb MapLLpyT
CeTun pa3HbIX AenapTaMeHTOB U30/IMPOBaHbI

Bce mapLlwpyTbl BHYTPU CETU KOpOYe LWeCTn XOnoB
[lakeTbl He 0OpPa3yloOT LIMKA0B MapLUpPYTU3aLUK

XOCT A He MOXXeT NoAatoYnUTbLCA K XOCTY B A0 Tex nop,
NOKa XOCT B He nonbiTanca NnogKAOYMNTLCA K XOCTY A

[MponycKkHas cnocobHOCTb coeAnHEHNA HE MeHblue R,
a 3a/leprKKa nepegayun AaHHbIX — He npesbiwaeT T




AHa/1M3 CBOUCTB OTHOLUEeHUA
MapLpyTu3aumm

Al-Shaer E., Al-Haj S. FlowChecker: Configuration Analysis
and Verification of Federated Openflow Infrastructures //
SafeConfig '10. — Chicago, USA, 2010. — Pp. 37-44.

LR

Kazemian P,, Chang M., Zeng H., Varghese G.,
McKeown N., Whyte S. Real Time Network Policy
Checking Using Header Space Analysis // NSDI'13. —
Lombard, USA, 2013. — Pp. 99-111.




E[EE@ VERMONT
VERifying MONiTor

VERMONT npoBepsieT npaBuaa obpaboTkmn NakeToB B
Tab/Muax KOMMYTAaTOPOB Ha COOTBETCTBME POPMAJIbHbIM
cneundmuKauuam NOAUTUK MapLUPYyTU3aL MK

g Bbipa3utb TpeboBaHUA K NOBEAEHUIO CETU C MOMOLLbIO

EE Hallero A3bIKa cneunduKaumi 00HOpa308as paboma
X

8 [lpepocTaBuTb TONOMOTMUIO U dalinbl KOHPUIYpPaLLUM

:CE KOMMYTALUUNOHHDbIX yCTpOl‘/JICTB BosmoxcHa asmomamusayusa
. [apaHTUM paboTbl CETU B COOTBETCTBUU C OXUAAHUAMM

© * BbiaBieHME OWNOBOHBIX KOHUIypaLUI ceTH

@ * WHPopmaums o NpUUMHAX HaPYLUEHWS NOAUTUKM




MapLUPYyTMU3aLNN

State 2: State 3:
Headerh2 | Header h3 N
Port #1 Port #1 =
Switch #2 Switch #3

-
State 1: ,’
Header h1 | _ ~
Port #1
Switch #1
/
| hl
A

CocToAHMe nakeTa:

1. UmAa KommyTaTopa
2. Homep nopTa
3. 3aro/1I0BOK NakeTa

’
7
’
7
7
7
7
7
7
7
7
7

=

- State 4:
.| Header h4

Port #2

Switch #3

AHa/1M3 CBOUCTB OTHOLUEeHUA




3& PenaunoHHaAa moaenb cetu

Cemb onpedenaemcsa Habopom omHoweHuu
BxoaHble/BbIXxoAHble NOPTbI

(MMHUK cBA3K, TONonornA ceTun) { }

OTHOLWeHWe nepecbISIKK
(nMHUK cBA3K, TONONOINA CETH)

| T — T |

OTHOLWeHuA KOMMYTaUWMU Ha y31aX
(oToenbHble npaBuna 1 Tabamubl KOMMYyTaLMK)

veacer Rl o reacer J

OTHOLWeEeHMe 04HOLIAroBo MmapLpyTn3aumm
(oTAenbHble KOMMYTATOPbI, CETU KOMMYTATOPOB)

| T — T |




PenAaunMoHHaA moaenb cetu

OpenFlow npaBnao moaennpyetca wabaoHom
Pattern mu mHoXecTBOM LLabs10HOB Rewrite

* - naket noanagaeTt noa wabnoH Pattern,
BHE 3aBUCMMOCUT OT 3Ha4YeHnA buta

P[O] H[O] H[1] H[2] H[3]

|\ A | | A

Cemb onpedenaemcsa Habopom omHoweHuu

[ [ Vo [ |

x1 x2 x3 x4

\

Pattern of1]:]-QoJoofz ofoJofs

Rewrite 1f1]of~Qololofs ofolol1

yly2 y3 y4

* _ wabnoH Rewrite He U3ameHsaeT 3HayeHUe buTa

39




Binary Decision Diagram
(ROBDD)

nopAaKa NnepemMeHHbIX

HEDE
V1 V2 Y3 Vs

X1 X2 X3 X4 @
ofzfaf*

(X1y1)(x22)
(x3Y3)(X4Ya V X4Y4)

(o
@ Pasmep BDD 3aBucuT oT BblibOpPA
D
D
>
P
@
3




[loctpoeHne BDD no
COCTOAHUIO CeTH

e Ctpoum BDD pgna kaxgov napbl (Pattern, Rewrite)

e Ctpomum BDD agna kaxaoro npasuna FlowTable

e Ctpomm BDD gna kaxkgoro Kommyrtatopa

e Ctponm BDD ana Bcex KOMMYTAaTOpPOB.S

e Ctpoum BDD gnatononorunT

e Ctpoum Komnosnumwo Sn T

e Mony4yaem oTHoweHne R

* [lony4yaem TpaH3UTMBHOE 3aMblKaHne R*

41




PaBeHCTBa
CBA3KU

KBaHTOPLI
3aMblKaHUA

[lpaBuna
BblYMCNEHUA
3aMblKaHUW

OTHOLWeEeHUA,
onpeaenarowme
noBeaeHue cetu

A3blK cneundPuKaummn

X[field] = const | x[field] = y[field]
PpAP PV 4
Vx. @ 3x. @
Pt YPlts]

Yi(x,y) = P(x,y)
P(x, y) = 3z P (x, 2) AP(z,Y)
Y, y) =9ix,y) Ve v (x,y)
P*(x,y) = Pptl(x, )

Bxogbl In(x)

Boixogbl Out(x)

LLar kommyTtaumm R(x,y)

OTHoweHune goctuskumoctn R™ (x,y)




3& MpuMmep: 3anpeT LMKAOB NO
COCTOAHMIO MaKeTa

aux: lead to cycle(x) :=
In(x) and Exist[y:
R tc(x,y) and
Exist|[z:
R tc(y,z) and
y == Z
]
1;

X

main: no state cycles() :=
Forall[x: not lead to cycle(x)];




MeTopa BepudmnKauum
KOHPUIypaumnmn cetu

CeTb yAOBNETBOPAET NOAUTUKE MApPLLIPYTM3aALUN <=>
dopmynbl cneunPuKaumin 3Tom NOJNTUKU BbINONHAKOTCA ANA
OTHOLLUEHUW, MOAENUPYIOLWLMNX YKA3aHHYIO CETb

Tononorusa Cneundukaymm
M COCTOAHUE NONUTUK

KOMMYTaTOpPOB I'eHepaTop ﬂapcep MapLpyTU3aLm1un
OTHOLLEHUM cneunduKaumm

MonenbHble | . AOcTpakTHOE
OTHOILEHUS B F---------------- s---sssseessoooood CHHTAKCHUYECKOE |
¢opme BDD Bepudukatop 5 JIepEBO

Monntunka A
BbIMNO/IHAETCA

MNonntnka B HapyweHa
MHOXeCTBOM NOTOKOB P

___________________________
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Stanford University Backbone Network



ford network verification
N1/

MNMocTtpoeHue
moaenu

LUuknbl
nepegayu

YépHble
AbIpbl

MapuwpyTbl
<= 3 xonos

MapuwpyTbl
<=4 xonos

BcTtaBka npasun
nocn. / napan.

YpaneHue npasun
nocn. / napan.

YES

NO

NO

YES

eugene@l3inch:~/reps/netver/build$ ./bddg -pm

3043.687

166.191

174.845

293.522

736.015

100/0.3*

70/ 1*




Cxema pa3BepTbliBaHUA

KoHTponnep NKC alkelallitiviie Feeder

HayanbHoe cocTtoaHue

coobuleHms ot
KOMMYTaTOpPOB

KOMaHAbl
KOHTpoA/epa

BesonacHa A1 KomaHAaa?

»
»

[MpoKcun-cepsep Bepudunkartop

CeTb
KOMMYTaTOpPOB

BepauKt BepudpukaTopa:
KOMaHAbl NMonutuka Hapywepa —
KoHTponnepa Onokupoeatb KomaHay

coobuleHma ot
KOMMYTaTOpOB

CneundunKaumm

VERMONT moaenupyeT nuasmeHeHus Tabanuy, KOMmMyTaTopoB Noc/e
NPUMEHEHMA KOMaHAbl KOHTPOAAEPa, U BNOKUPYET KOMaHAY,
eC/Inh OHa NPUBOAUT K HapyLWeHUIO0 NOINTUK MapLlpyTU3auunm




€Hue ¢ ApyrMmu cpeacTBamu

NMocTtpoeHue | MepecTtpoeHue MouwHoCTb MoppepxKa
CpepactBo

moaenu (mc) | moaenu (mc) A3blKa OpenFlow
VERMONT 3100 100 - 600 FO[TC] nonHas
2013
NetPlumber 37000 2 - 1000 CTL YacTU4HanA
Stanford University
2013
VeriFlow >4000 68 - 100 ®UKCMPOBAHHbIM | MUMHMMaNbHaA
University of Illinois Ha6op CBOV]CTB
2013
AP Verifier 1000 0.1 PUKCMPOBAHHbIN | MUHUMANbHaA
University of Texas Ha6op CBOWCTB
2013
Anteater 400000 27?7 PUKCMpOBaHHbIN HeT
University of Illinois Ha6op CBOUCTB
2011
FlowChecker 1200000 350 - 67000 CTL nonHas

University of North
Carolina

2010




) ' HNemoHcTtpaumna VERMONT

Network disjoint

KommyTaTop obcnyxuBaet He bonee AByX
aboOHEeHTOB O4HOBPEMEHHO

Port #02

Port #03

Port #01

Port #04

ha




' CneunduKauma NOINTUKK

main: disjoint() := Forall[x, out x, y, out y:

'R(x, out x) or 'R(y, out y) or
x[p] == out yl[p] and out x[p] == yl[p] or
x[p] == yl[p] and out x[p] == out y[p]




' CneunduKauma NONUTUKM

main: disjoint() := Forall[x, out x, y, out y:

'R(x, out x) or 'R(y, out y) or
x[p] == out yl[p] and out x[p] == yl[p] or
x[p] == yl[p] and out x[p] == out y[p]
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hl h2 h3 h4
***% Adding switches:

£S5 1

** Adding links:

:(sl, hl) (sl1, h2) (sl1l, h3) (sl, h4)

*#* Configuring hosts

hl h2 h3 h4

*** Starting controller
** Starting 1 switches

sl

**#* Starting CLI:

mininet> []

There are more components
whose output is not shown:
* SDN controller
*  VERMONT Verifier
* VERMONT Feeder

Switch S1 is already connected to
VERMONT proxy

Flow table of switch S1
is currently empty




hl h2 h3 h4

*** Adding switches:

sl

*** Adding links:

:(s1l, hl) (s1, h2) (s1, h3) (sl1l, h4)
#** Configuring hosts
hl h2 h3 h4

*** Starting controller
*** Starting 1 switches
sl

#** Starting CLI:
mininet> []

Setting VERMONT proxy to
interrupt mode

E 5
(@) @)
Ws

switch S1




hl h2 h3 h4

***% Adding switches:

sS1

**#*% Adding links:

e(sl, hl) (sl1l, h2) (sl, h3) (sl, h4)
**%* Configuring hosts

hl h2 h3 h4

*** Starting controller Host h1l starts to ping host h3
***% Starting 1 switches
sl

**%* Starting CLI:
mininet> |

Controller tries to install the rules
to transmit ping packets

Proxy interrupts command
from the controller and sends
them to Verifier

VERMONT
proxy CLI

Verifier create an updated model
of the data plane and checks
them against a set of PFPs

switch S1
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switch S1

sl
**#*% Adding links:

¢(sl, hl) (sl1, h2) (sl1l, h3) (sl, h4)

**%* Configuring hosts

thl h2 h3 h4

**% Starting controller
**%* Starting 1 switches
sl

**% Starting CLI:
mininet> hl ping h3

First packet of the flow
uses slow path

PING 10.0.0.3 (10.0.0.3) 56(84) bytes of data.

Proxy delivers verified
commands to the switch

Switch table contains rules to
transmit packets between
host hl and host h3




(s1l, hl) (s1, h2) (s1, h3) (s1l, h4)
*** Configuring hosts

4h1 h2 h3 h4 -
=:**“ Starting controller Subsidiary packets use fast path

*** Starting 1 switches

sl

#** Starting CLI:

mininet> hl ping h3

PING 10.0.0.3 (10.0.0.3) 56(84) bytes of data.

64 bytes from 10.0.0.3: icmp seqg=1 ttl=64 time=85.1 ms
64 bytes from 10.0.0.3: icmp seqg=2 ttl=64 time=0.132 ms

E 5
(@) @)
Ws

Rules have an idle timeout and
will expire in 5 seconds

switch S1




mininet> hl ping h3

PING 10.0.0.3 (10.0.0. 3} 56(84) bytes of data.
bytes from 10.0.0.3: icmp seq=1 ttl=64 time=85.1 ms
bytes from 10.0.0.3: icmp seq=2 ttl=64 time=0.132 ms
bytes from 10.0.0.3: icmp seq=3 ttl=64 time=0.070 ms
bytes from 10.0.0.3: icmp seq=4 ttl=64 time=0.068 ms
bytes from 10.0.0.3: icmp seq=5 ttl=64 time=0.068 ms

. 10.0.0.3 ping statistics --- Host h2 starts to ping host h4

5 packets transmitted, 5 received, 0% packet loss, time 4000ms
rtt min/avg/max/mdev = 0.068/17.103/85.177/34.037 ms
mininet> |

Controller tries to install the rules
to transmit ping packets

Proxy interrupts command
from the controller and sends
them to Verifier

E 5
(@) @)
Ws

Verifier create an updated model
of the data plane and checks
them against a set of PFPs

switch S1




bytes from 10.0.0.3: icmp seq=1 ttl=64 time=85.1 ms
bytes from 10.0.0.3: icmp seq=2 ttl=64 time=0.132 ms
bytes from 10.0.0.3: icmp seq=3 ttl=64 time=0.070 ms
bytes from 10.0.0.3: icmp seq=4 ttl=64 time=0.068 ms
bytes from 10.0.0.3: icmp seq=5 ttl=64 time=0.068 ms

--- 10.0.0.3 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 4000ms
rtt min/avg/max/mdev = 0.068/17.103/85.177/34.037 ms

mininet> h2 ping h4

PING 10.0.0.4 (10.0.0.4) 56(84) bytes of data.

Proxy drops unsafe commands
and notifies the controller

E 5
(@) @)
Ws

switch S1




bytes from 10.0.0.3: icmp seq=1 ttl=64 time=85.1 ms
bytes from 10.0.0.3: icmp seq=2 ttl=64 time=0.132 ms
bytes from 10.0.0.3: icmp seq=3 ttl=64 time=0.070 ms
bytes from 10.0.0.3: icmp seq=4 ttl=64 time=0.068 ms
bytes from 10.0.0.3: icmp seq=5 ttl=64 time=0.068 ms

--- 10.0.0.3 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 4000ms
rtt min/avg/max/mdev = 0.068/17.103/85.177/34.037 ms

mininet> h2 ping h4

PING 10.0.0.4 (10.0.0.4) 56(84) bytes of data.

Why does ping work?

Packets are delivered through
the control plane

We can block them!
But do we really want to?

E 5
(@) @)
Ws

switch S1




--- 10.0.0.3 ping statistics ---
5 packets transmitted, 5 received, 0% pack i
RS VN VA EP T4 UMM - VS VAL VA: Ll  Packets start to use fast path
mininet> h2 ping h4
PING 10.0.0.4 (10.0.0.4) 56(84) bytes of data.
bytes from 10.0.0.4: icmp seq=1 ttl=64 time=91.
bytes from 10.0.0.4: icmp seq=2 ttl=64 time=45.
bytes from 10.0.0.4: icmp seq=3 ttl=64 time=46.

bytes from 10.0.0.4: icmp_ seq=4 ttl=64 time=47.
bytes from 10.0.0.4: icmp seq=5 ttl=64 time=45.

Old rules have been expired

Controller is allowed to
install new rules

E 5
(@) @)
Ws

Switch table contains rules to

transmit packets between
host h2 and host h4

switch S1




bytes from 10.0.0.4: icmp seq=5 ttl=64 time=45.5 ms

bytes from 10.0.0.4: icmp seq=6 ttl=64 time=0.159 ms

bytes from 10.0.0.4: icmp seq=7 ttl=64 et

bytes from 10.0.0.4: icmp seq=8 ttl=64 | Packets use slow path
bytes from 10.0.0.4: icmp seq=9 ttl=64 TIme=v.u3/ mS

bytes from 10.0.0.4: icmp seq=10 ttl=64 time=0.055 ms

--- 10.0.0.4 ping statistics ---
10 packets transmitted, 10 received, 0% packet loss, time 9007ms
rtt min/avg/max/mdev = 0.037/27.672/91.542/30.443 ms

mininet> |

Rules to transmit packets from
host h1 to host h3 violate
forwarding policy

E 5
(@) @)
Ws

switch S1




--- 10.0.0.4 ping statistics ---
10 packets transmitted, 10 received, 0% packet loss, time 9007ms

J = A_A = ——

srtt min/avg/max/mdev = 0.037/27.672/91.542,
Packets start to use fast path

mininet> hl ping h3

PING 10.0.0.3 (10.0.0.3) 56(84) bytes of data.
bytes from 10.0.0.3: icmp_ seq=1 ttl=64 time=45.
bytes from 10.0.0.3: icmp seq=2 ttl=64 time=50.
bytes from 10.0.0.3: icmp seq=3 ttl=64 time=47.
bytes from 10.0.0.3: icmp_ seq=4 ttl=64 time=41.
bytes from 10.0.0.3: icmp seq=5 ttl=64 time=45.

E 5
(@) @)
Ws

Switch table contains rules to

transmit packets between
host hl and host h3

switch S1




E’E : Npob6nema KOHCUCTEHTHOTO
o0bHOBNEHNA KOHPUTYpaLLNK

* KoHpuaypayuacemu C 3a0aET NPUBA3KY
NpPaBuJ1 K KOMMYTAaTOPaM U TONOJIOTUIO CETU

* OTHOweHuA In. n R, ana kKoHpurypauum C
onpeaenaeTt nymu path nepegayn naketos

So € In,
(Si'Si+1) S RC
path = Sy, Sq, ..., Si, Six1) -
* Path(C) — MmHOeCcTBO BCEX NYTEN
nepenayn naketos Ana KoHpurypaumum C




E’E : Npob6nema KOHCUCTEHTHOTO
o0bHOBNEHNA KOHPUTYpaLLNK

* COM — KOMAHOAO peKoHgu2ypayuu cetu
nobasneHune, ynaneHne nanm moamPpumKaums
NnpaBun/ia MapLlwpyTnsaumun

* com(C) - KoHdUrypauma, NnoNy4eHHHasn B

pe3ynbraTe NPUMEHEHUS KOMAHObI COM K
KoHourypauum C

* Ecoma = comq, ..., com,, TOrga
a(C) = comy(...,com{(C) ...)




E’E : Npob6nema KOHCUCTEHTHOTO
o0bHOBNEHNA KOHPUTYpaLLNK

* Ha MHOXecTBe KOMaHA pekoHpurypaumm Com
BBEeAeHO OmMHouweHue 4YacCmu4yHo20 NopAaoKa <:
ecam com’ < com'’, To com’’ BbInonHAeTCA

TO/IbKO MOCAe BbIMOJIHeHuna com’

* [lakem peKoHu2ypayuu — MHOXXECTBO KOMaHZ,
PEKOHPUIypauum, AOMNOSHEHHOE OTHOLIEHMEM
yactTmyHoro nopaaka (Com, <).




E’E : Npob6nema KOHCUCTEHTHOTO
o0bHOBNEHNA KOHPUTYpaLLNK

BxoaHble AaHHbIe:

* HavyanbHaa KOHPUrypauma cetn (,

* TpeboBaHMA KOPPEKTHOCTM N BE30MACHOCTH
nocm-ycaosue @, uHeapuaHm Y.

TpeboBaHMA K peLleHUto:

* Takol naket pekoHourypauum (U, <), ana ntobon
NNHEeapu3aLmm KOToOporo ay; BbINOJHEHO:

1. ay(Cy) E @
2 Va' (ay=a'a’” =>a'(C)) EVY)




E’E @ CUHTE3 ceTeBblIX
KOHPUrypaummn

[TocTpounTb TaKyto KoHUrypauuto C, KoTopasd

yAoB/1€TBOPAJIa 6b| 3d4dHHOMY NOCTYCZ10BUIO CD

* A. Noyes, T. Warszawski, P. Cernyand, N. Foster.
Toward Synthesis of Network Updates.
2-nd Workshop on Synthesis (CAV-2013), 2013,
Saint Petersburg, Russia




E’E@ [No6anbHO-KOHCUCTEHTHOE
OOHOBJIeHUEe ceTu

* Post-condition W (X):

e X=C

* Invariant ®(X) :

* V s (In(s) = ((Path(X, s) C Path(C)) V
(Path(X,s) € Path(Cyp)))

M. Reitblatt, N. Foster, J. Rexford, D. Walker.

e Consistentupdates for software-defined networks:
change you can believe in!

* HotNets, v. 7, 2011.




JIOKAaNbHO-KOHCUCTEHTHOoe
obHOBJ/IeHMEe ceTu

a

* Post-condition W(X):

* Path(X) = (Path(Cy) \ {pathy}) U {path,}

* Invariant ®(X) :

* Path(Cy) \ {pathy} € Path(X) € Path(C,) U
{path,}

S. Raza, Y. Zhu, C.-N. Chu S. Raza, Y. Zhu, C.-N. Chuah.
Graceful network state migrations.
IEEE/ACM Transactions on Networking, v. 19, N 4, 2011.




HE@ BocctaHoBNeHMe ceTu

* Noct-ycnhosue Y (X):

s X =C

* NHBapmaHT P(X) :

e Path(Cy) N Path(C) € Path(X) € Path(C,) U Path(C)

* KoHourypauma C nepewna B Cy B pe3ynbrate
VAANEHNA YaCTM NPaBUJ

* Llenb —BOCCTaHOBUTL Cy M3 KOHOUTrypaummu C




E’E@ OnTMMM3aLMa TabaunLbl
NOTOKOB

* Moct-ycnosume Y(X):

e (Path(X) = Path(C)) A

. VY (Path(X) = Path(C) - f(X) < f(Y)).

* NHBapuaHT P(X) :
 Path(X) = Path(C),

* K. Kogan, S. Nikolenko, W. Culhane, P. Eugster, E. Ruan.
Towards efficient implementation of packet classifiers.
Proc. of the 2-d Workshop on Hot Topics in SDN, 2013.




ObHOoBNEeHUe ceTu C
MOMOLLIbIO TEFOB

<@
h l (h,1) l (h,1) l (h,1) l h

\ 4




ObHOoBNEeHUe ceTu C
MOMOLLIbIO TEFOB

(h,1) (h,1) h

h l (h,1)

3-X $a30BbIN ANATOPUTM OOHOB/IEHUSA
1: nobaBneHMe HOBbIX NPABUJI




, O6HOBNEHUE CETU C
| MOMOLLbIO TEros

h (h,1) (h,1) h

3-X $a30BbIN ANATOPUTM OOHOB/IEHUSA
1: nobaBaeHne HOBbIX NPaBU
2: nepeKkaovYeHmne NoTOKOB




3&@ OB6HOBJIEHUE CeTU C
NOMOLLbIO TETOB
\(h,2)

3-X $a30BbIN ANATOPUTM OOHOB/IEHUSA
1: nobaBaeHne HOBbIX NPaBU
2: nepeKkaovYeHmne NoTOKOB

h

3: yaaneHue yctapesLwmnx npasun
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